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$EVWUDFW
$0RELOHDGKRFQHWZRUN 0$1(7 LV VHOIRUJDQL]LQJGHFHQWUDOL]HGDQG LQIUDVWUXFWXUH OHVVZLUHOHVVQHWZRUN7KHVXFFHVVIXO
WUDQVPLVVLRQ RI GDWD SDFNHW LV GHSHQGV RQ WKH FRRSHUDWLRQ RI HDFK QRGH LQ WKH QHWZRUN 7KHVH W\SHV RI QHWZRUN GRQ¶W KDYH
SHUPDQHQWEDVHVWDWLRQVRHDFKQRGHLQWKHQHWZRUNDFWVDVDURXWHU'XHWRRSHQQHVVGHFHQWUDOL]HGVHOIRUJDQL]LQJQDWXUHRI
0$1(7LWLVYXOQHUDEOHWRYDULRXVDWWDFNV6RVHFXULW\LVWKHPDLQFRQFHUQLQ0$1(7,QWKLVSDSHUZHFRQVLGHUHGWZRDWWDFNV
9DPSLUHDQG''R6DWWDFNV7KH9DPSLUHDWWDFNLVQRWDQ\SURWRFROVSHFLILF6LQJOH9DPSLUHDWWDFNFDQLQFUHDVHWKHQHWZRUN
ZLGHHQHUJ\XVDJH''R6DWWDFNVH[KDXVWWKHUHVRXUFHVDYDLODEOHWRDQHWZRUN%RWKWKHDWWDFNVGUDLQWKHHQHUJ\RIQRGHV+HUH
ZHGLVFXVVPHWKRGWRPLWLJDWHWKHVHDWWDFNV

7KH$XWKRUV3XEOLVKHGE\(OVHYLHU%9
3HHUUHYLHZXQGHUUHVSRQVLELOLW\RIRUJDQL]LQJFRPPLWWHHRIWKH,&,63
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,QWURGXFWLRQ
,Q0RELOH$GKRF1HWZRUN0$1(7WKHWUDQVPLVVLRQRIDQ\GDWDSDFNHWVDUHWRWDOO\GHSHQGRQWKHFRRSHUDWLRQ
RI HDFK QRGH LQ WKH QHWZRUN VLQFH SDFNHWV DUH WUDQVPLWWHG IURP KRS WR KRS $OVR HDFK QRGH KDV WKHLU RZQ
WUDQVPLVVLRQUDQJHVRLIDQ\VRXUFHQRGHZDQW WRVHQGWKHGDWDSDFNHWV WR WKHILQDOGHVWLQDWLRQQRGHVRXUFHQRGH
FRQWDFWWRLWVQHLJKERXUWKDWQHLJKERXUQRGHDJDLQFRQWDFWWRDQRWKHUQHLJKERXUDQGVRRQVRWKDWWRUHDFKWKHILQDO
GHVWLQDWLRQQRGH$VZHNQRZWKHZLUHGQHWZRUNVQHHGLQIUDVWUXFWXUHDQGKDYHFHQWUHDGPLQLVWUDWLRQ%XWLQUHPRWH
ORFDWLRQVXFKDVPRXQWDLQYDOOH\DQGVRPHSXEOLFORFDWLRQZLUHGQHWZRUNVDUHKDUGWRVHWXS6LQFH0$1(7VDUH
LQIUDVWUXFWXUHOHVVRSHQDQGQRFHQWUDODGPLQLVWUDWLRQUHTXLUHGLWEHFRPHSRSXODU7RGD\0$1(7VDUHZLGHO\XVHG
LQHYHU\DUHDZKHUHZLUHGQHWZRUNVFDQQRWUHDFK%XWGXHWRWKHRSHQQHVVLQIUDVWUXFWXUHOHVVDQGG\QDPLFQDWXUHRI
0$1(7LWLVKLJKO\VHQVLEOHWRYDULRXVDWWDFNV,Q0$1(7URXWLQJLVGHSHQGVRQYDULRXVIDFWRUVVXFKDVWRSRORJ\
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VHOHFWLRQRIURXWH URXWHUHTXHVWVDQGUHVSRQVHVHWF,Q0$1(7 LIDQ\DWWDFN LVRFFXUUHG LWZLOODIIHFW WKHZKROH
SHUIRUPDQFHRIWKHQHWZRUNDQGPD\VRPHVHFXUHGLQIRUPDWLRQJHWVWROHQ
,Q 0$1(7 WR SURYLGH WKH VHFXULW\ LV WKH FKDOOHQJLQJ ZRUN:LUHOHVV OLQNV DUH PRUH VXVFHSWLEOH WR YDULRXV
DWWDFNV0DOLFLRXVEHKDYLRXURIDQ\QRGHFDQGLVWXUEWKHVPRRWKZRUNLQJRIDQ\QHWZRUN7RHDYHVGURSDQGJDLQ
WKH VHFUHWH LQIRUPDWLRQ DUH EHFRPH HDV\ IRUPDOLFLRXV QRGHV 6LQFH DWWDFNHUV DUHPRUH DQGPRUH LQWHOOLJHQW DQG
GLYHUVLWEHFRPHVKDUGWRSURYLGHWKHVHFXULW\WR0$1(71RZDGD\PDQ\UHVHDUFKHUVJLYHIRFXVWRGHYHORSWKH
QHZWHFKQLTXHVZKLFKSURYLGHWKHVHFXULW\WR0$1(7VVXFKDVWUXVWEDVHGWHFKQLTXH
$WWDFNV FDQ EH FDWHJRULVHG DV ,QWHUQDO$WWDFN DQG ([WHUQDO $WWDFN ([WHUQDO DWWDFNV DUH FDUULHG RXW E\ QRGHV
ZKLFKDUHQRWSDUWRIDQ\QHWZRUN,QWHUQDODWWDFNVDUHFDUULHGRXWE\QRGHVZKLFKDUHLQQHWZRUNDQGPRUHVHYHU
DQGKDUGWRGHWHFWDVFRPSDUHGWRWKH([WHUQDODWWDFNVVXFKDV%ODFNKROHDWWDFNV*UD\KROHDWWDFN'R6''R6
9DPSLUHDWWDFNHWF,Q3DVVLYHDWWDFNWKHDWWDFNHURQO\OLVWHQWKHFRPPXQLFDWLRQFKDQQHOWRNQRZWKHFRQILGHQWLDO
LQIRUPDWLRQ LV EHLQJ WUDQVIHUUHG ZLWKRXW DOWHULQJ RU GLVUXSWV WKH RSHUDWLRQ RI WKH QHWZRUN ,Q DQ $FWLYH DWWDFN
DWWDFNHUFDQDOWHUVGURSRUGHVWUR\VWKHGDWDEHLQJH[FKDQJHG
7KLVSDSHU LVRUJDQL]HGDV IROORZV6HFWLRQ , LQFOXGHV LQWURGXFWLRQRI0$1(76HFWLRQ ,,SUHVHQWV WKH/LWHUDWXUH
6XUYH\LQFOXGLQJWKHYDULRXVWHFKQLTXHVWRPLWLJDWHYDULRXVDWWDFNV6HFWLRQ,,,LQWURGXFHVWKHW\SHVRIDWWDFNV,Q
WKLV SDSHU WKH YDPSLUH DWWDFN DQG ''R6 DWWDFN DUH LQWR FRQVLGHUDWLRQ 6HFWLRQ ,9 SUHVHQWV WKH 3URSRVH:RUN
6HFWLRQ9SUHVHQWV5HVXOWDQDO\VLVDQG6HFWLRQ9,SUHVHQWV&RQFOXVLRQDQG)XWXUHVFRSH

/LWHUDWXUH6XUYH\

6DQGHHS$ 7KRUDW DQG 3 -.XONDUQL FRPSDUHG WUXVW EDVHG DQG FU\SWRJUDSKLF DSSURDFKHV IRU LPSOHPHQWLQJ
VHFXULW\ LQ0$1(7 URXWLQJ $XWKRU GLVFXVVHG WKH GHVLJQ LVVXHV LQ WUXVW EDVHG URXWLQJ SURWRFRO IRU0$1(7 LQ
GHWDLOV3DSHUKDVEHHQSUHVHQWHGDVXUYH\RQWUXVWEDVHGURXWLQJSURWRFRODQGSURYLGHGLUHFWLRQVIRUIXWXUHUHVHDUFK
LQWUXVWEDVHGURXWLQJSURWRFROIRU0$1(7
5DP\D63XUHHWDOVXJJHVWHGSURSRVHGPRGHOZKLFKLVGHVLJQHGRYHUWKHDGKRF2QGHPDQGGLVWDQFHYHFWRU
URXWLQJSURWRFRO$2'97KHSURSRVHGURXWLQJDOJRULWKPDGGVDILHOGWRVWRUHWKHWUXVWYDOXHRUQRGH¶VWUXVWRQLWV
QHLJKERU VR WKDW WKH FRPSXWDWLRQDO RYHUKHDG FDQ EH UHGXFHG DQG WUXVWZRUWKLQHVV RI URXWLQJ SURFHGXUH FDQ EH
JHQHUDWHG %DVHG RQ WKH WUXVW YDOXH RI QRGH WKH URXWLQJ LQIRUPDWLRQZLOO EH IRUZDUGHG WR WKH QH[W QRGH KDYLQJ
KLJKHVW WUXVW YDOXH $XWKRUV DOVR ZRUNHG RQ WKH VRPH DWWDFNV VXFK DV %ODFN KROH DWWDFN *UD\ KROH DWWDFN DQG
:RUPKROHDWWDFN7KHSURSRVHGPHWKRGKHOSVWRLPSURYHWKHWKURXJKSXWRIWKHQHWZRUN
1DYHHQ.XPDU*XSWDDQG.DYLWD3DQGH\SURSRVHGDQDOJRULWKPZKLFKLVEDVHGRQ7UXVWEDVHG$2'95RXWLQJ
3URWRFRO IRUPRELOH DGKRF QHWZRUN DQGZRUNHG RQ WKH FRQFHSW RI KRQHVW YDOXHZKLFK LV FDOFXODWHG RQ WKH WKH
FRQFHSWRIKRSDQGWUXVWWRSURWHFWWKHQHWZRUNIURPDIIHFWHGQRGHVPDOLFLRXVQRGHV,QSURSRVHG+$2'9URXWLQJ
SURWRFROEHIRUHIRUZDUGLQJWKHGDWDWKURXJKYDULRXVURXWHVWKHURXWLQJSDWKVKDYHEHHQHYDOXDWHGDFFRUGLQJWRWKH
WUXVWPHWULFVE\WKHQRGHV7KLVPHWKRGLVEDVHGRQKRQHVWPHFKDQLVPWRVHFXUHWKH$2'9URXWLQJSURWRFRO7KH
SHUIRUPDQFH RI WKH +$2'9 KDV EHHQ DQDO\]HG XVLQJ WKUHH SDUDPHWHUV QDPHO\ WKH QXPEHU RI GURS SDFNHWV
WKURXJKSXWDQG3DFNHW'HOLYHU\5DWLR7KH+$2'9SHUIRUPVZHOOLQWHUPVRIWKURXJKSXWDQGQXPEHURIGURSSHG
SDFNHWV7KH IXWXUHZRUNRI WKLVPHWKRG LV WR LPSOHPHQW WKH SURSRVHG VFKHPHZLWKPRUH QXPEHU RI SDUDPHWHUV
ZKLOHHYDOXDWLQJWKHSDWK
1DYHHQ .XPDU *XSWD DQG $PLW *DUJ SURSRVHG D 7UXVW EDVHG0DQDJHPHQW IUDPHZRUN IRU VHFXULQJ $2'9
5RXWLQJ3URWRFRO7KLVZRUNHGRQ WKHFRQFHSWRI7UXVW IDFWRU DQG VHOHFWLRQRIPRVW HIILFLHQW URXWHDQGXVLQJ WKH
7UXVW 9DOXH D URXWLQJ SDWK LV HYDOXDWHG DOVR GXULQJ WKH URXWH H[FKDQJH SURFHVV WKH URXWH JHWV XSGDWHG 7KH
SHUIRUPDQFH RI WKH SURSRVHG V\VWHP LV FDOFXODWHG EDVHG RQ WKH 3DFNHW 'HOLYHU\ 5DWLR 3'5 QXPEHU RI GURS
SDFNHWVDQGWKURXJKSXW7KHLGHQWLW\LQIRUPDWLRQ,QWHUQHW3URWRFRODGGUHVVDQG7UXVW)DFWRU9DOXHKDVEHHQXVHG
WR SUHYHQW WKH DWWDFN E\ WKH PDOLFLRXV QRGH 7KLV LGHQWLW\ LQIRUPDWLRQ KDV EHHQ DVVLJQHG WR HDFK QRGH LQ WKH
LQLWLDOL]HGSKDVHRUZKHQ WKHQRGHKDVEHHQFRQILJXUHG ,QIXWXUHZRUNV WRRSWLPL]HDERYHPHQWLRQHGVFKHPH LQ
WHUPVRIQXPEHURIQRGHVDQGEXLOGLQJWKHIDVWPHFKDQLVPWRGHWHFWDQGSUHYHQWWKHDWWDFNHUQRGHVHYHQZKHQODUJH
QXPEHURIQRGHV
6XPDWK\6XEUDPDQLDPHWDOSURSRVHGDIUDPHZRUNIRU2SSRUWXQLVWLF5RXWLQJKHOSWRLPSURYHWKHOLIHWLPHRI
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QHWZRUNDQG7UXVWPRGHOKHOSVWRRYHUFRPHWKHYXOQHUDELOLW\GXHWRDWWDFNVE\PDOLFLRXVVHOILVKQRGHVWRSURYLGH
UHOLDEOHSDFNHWWUDQVPLVVLRQV,Q2SSRUWXQLVWLF5RXWLQJRQHQRGHLVVHOHFWHGDPRQJWKHVHWRIFDQGLGDWHQRGHVDVD
SRWHQWLDOQH[WKRSIRUZDUGHUXVLQJPHWULFVOLNHQXPEHURIWUDQVPLVVLRQLQWKHOLQNOLQNHUURUSUREDELOLW\FRVWHWF
IRU WKH SDFNHW WUDQVPLVVLRQ 7KLV PHWULFV KHOSV LQ LPSURYLQJ WKH QHWZRUN OLIHWLPH $OVR WR SUHYHQW DWWDFN E\
PDOLFLRXVQRGHV WKH7UXVWPRGHO LVXVHGZKLFK LVEDVHGRQGLUHFW DQG LQGLUHFW7UXVWGHJUHH IURPVLPLODU WUXVWHG
QHLJKERUV 2Q ORJLFDO OHYHO D SURSRVHG IUDPHZRUN IRU 2SSRUWXQLVWLF 5RXWLQJ KDV WKH 7ZR 0RGXOHV 5RXWLQJ
0RGXOHDQG7UXVW0RGXOH5RXWLQJPRGXOHPDLQO\UHVSRQVLEOHIRUWKHVHOHFWLRQDQGSULRULWL]DWLRQRIFDQGLGDWHXVLQJ
WKHSURSRVHGPHWULFKHOSWRLPSURYHWKHUHVLGXDOEDWWHU\SRZHUUHTXLUHGIRUWKHSDFNHWWUDQVPLVVLRQ7UXVWPRGXOH
LVUHVSRQVLEOHIRUGHWHFWLRQDQGSUHYHQWLRQRIPDOLFLRXVDQGVHOILVKQRGHV7KLV7UXVWPRGXOHLVEDVHGRQWKHGLUHFW
DQG,QGLUHFW7UXVWGHJUHH$VDQHQKDQFHPHQWWRWKHSURSRVHGZRUNIXUWKHUIRFXVLVWRGHWHUPLQHWKHGHOD\LQFXUUHG
LQWUDQVPLVVLRQRISDFNHWIURPWKHVRXUFHWRWKHGHVWLQDWLRQVRDVWRHQVXUHEHWWHUTXDOLW\RIVHUYLFHLQ0$1(7
,VVDF:RXQJDQJ HW DO SURSRVHG DQ HQKDQFHG WUXVW EDVHGPXOWLSDWK G\QDPLF 6RXUFH URXWLQJ (7%0'65
SURWRFROWRVHFXUHO\WUDQVPLWPHVVDJHVLQ0$1(7V$XWKRUVSURSRVHGDPHWKRGWRLPSURYHWKH7%0'65VFKHPH
DW OHDVW URXWH VHOHFWLRQ WLPH VWDQGSRLQW 7KH URXWH VHOHFWLRQ WLPH LV WKH WLPH PHDVXUHG LQ VHFRQGV WDNHQ E\
DOJRULWKPWRILQGWKHVXLWDEOHVHFXUHGURXWLQJSDWKWRWUDQVPLWWKHPHVVDJHIURPVRXUFHWRGHVWLQDWLRQ,Q7%0'65
VFKHPHDPHVVDJHEHWZHHQVRXUFHWRGHVWLQDWLRQLVILUVWEURNHQLQWRIRXUPHVVDJHSDUWV$WWKHVRXUFHQRGHWKH
PHVVDJH SDUWV JHW HQFU\SWHG XVLQJ VRIWHQFU\SWLRQ DQG VLPLODU ;25 RSHUDWLRQ DV LQ 6WHS  7KH HQFU\SWHG
PHVVDJHSDUWV DUH WUDQVPLWWHG IURP VRXUFH WR GHVWLQDWLRQ WKURXJKPDQ\ WUXVWHGSDWKV FRQVWUXFWHGXVLQJ'65DQG
VHOHFWHG DFFRUGLQJ WR WKH*UHHG\ DSSURDFKRQ DSDWK OHQJWK EDVLV 6WHS$W WKH GHVWLQDWLRQQRGH WKH UHFHLYHG
HQFU\SWHGPHVVDJHDUHGHFU\SWHGXVLQJVLPLODU;25RSHUDWLRQVDVLQDQGWKHRULJLQDOPHVVDJHLVUHFRYHUHG6WHS
 7KH SURSRVHG (7%0'65 VFKHPH LV LPSOHPHQWHG E\ IROORZLQJ VDPH VWHSV DV IRU WKH 7%0'65 VFKHPH
+RZHYHU LQ 6WHS  D QHZ 7UXVW PDQDJHPHQW PRGHO LV LPSOHPHQWHG ,Q (7%0'65 VFKHPH +LVWRU\ RI
,QWHUDFWLRQ+,PRGXOHVWRUHVWKHUHFRUGVRQWKHLQWHUDFWLRQVEHWZHHQQRGHVLQVXLWDEOHGDWDVWUXFWXUH'XULQJWUXVW
FRPSXWDWLRQ+LVWRU\0DLQWHQDQFHPRGXOH LVXVHG WRPDLQWDLQDQGXSGDWH WKH+LVWRU\RI ,QWHUDFWLRQ +,DQG WKH
7UXVW&RPSXWDWLRQPRGXOH VHOHFW WKH FRYHWHG HQWU\ LQ WKH+LVWRU\ RI ,QWHUDFWLRQ +,PRGXOH WKHQ FDOFXODWH WKH
7UXVW YDOXH ZKLFK LV EDVHG RQ WKH GLUHFW DQG LQGLUHFW 7UXVW YDOXHV XVLQJ 'LUHFW &RPSXWDWLRQ DQG ,QGLUHFW
&RPSXWDWLRQ
$KPHG 0 $EG (O+DOHHP HW DO SURSRVHG D QRYHO VHFXUH UHDFWLYH URXWLQJ SURWRFRO IRU 0$1(7 FDOOHG
75,80) IRU VHFXULQJ 0$1(7 DJDLQVW 3DFNHW 'URSSLQJ $WWDFN ,W LV KDUG WR GHWHUPLQH ZKHWKHU WKH QRGH LV
PDOLFLRXVRUVHOILVKQRGH7KLVSURSRVHGSURWRFROILUVWGLVWLQJXLVKHVWKHPDOLFLRXVDQGVHOILVKQRGHVDQGWKHQPDNHV
FRQWUROWKHGHJUHHRIVHOILVKQHVV7KHSURSRVHGPRQLWRULQJWRROILUVWGHWHFWVWKHPDOLFLRXVEHKDYLRUDQGWKHQWKHSDWK
VHDUFKLQJ WRRO LGHQWLILHV WKHDWWDFNHURUFRPSURPLVHGQRGHV LQ WKHQHWZRUNDQG LVRODWHG WKHPDQG WKHQSURSRVHG
URXWLQJSURWRFROVHOHFW URXWHVVHFXUHO\ ,Q75,80)$20'9LVXVHGRUPXOWLSDWK'65WRHVWDEOLVK WZRQRGH
GLVMRLQWSDWKVEHWZHHQVRXUFHDQGGHVWLQDWLRQ%XWKHUHWKHPRGLILHG55(4SDFNHWLVXVHGFRQWDLQLQJDOLVWRIDOO
XQZDQWHGQRGHVPDOLFLRXVDQGVHOILVKQRGHVDOVRGHVWLQDWLRQQRGHPD\KDYHWKHVDPHOLVWDQGLWPD\GLVFDUGDOO
URXWHVZKLFKFRQWDLQHGWKLVDWWDFNHUDQGVHOILVKQRGHV$OVRGXULQJWKHIORRGLQJRI55(4WKHLQWHUPHGLDWHQRGHV
ZLOOLQVHUWWKHWUXVWUDWLQJRISUHYLRXVQRGHVLQWKH55(4SDFNHW:KHQWKHGHVWLQDWLRQQRGHGLGQRWUHFHLYH55(4
SDFNHWVIURPLQWHUPHGLDWHQRGHVLWVHOHFWWZRQRGHGLVMRLQWSDWKVKDYLQJWKHKLJKHVWSDWKWUXVWYDOXHDQGFHUWDLQW\
IDFWRU DQG WKHQ XQLFDVWV WZR 55(3V EDFN WR WKH VRXUFH DORQJ ZLWK VHOHFWHG WZR URXWLQJ SDWKV ,Q WKLV VFKHPH
DXWKRUV KDYH XVHG WKHPRQLWRULQJ WRRO LQFOXGLQJ WKH'//$&. DQG WKH HQG WR HQG 7&3$&. WR VXSHUYLVH WKH
SHUIRUPDQFHRIWKHURXWLQJSDWK$IWHUWKHPLVEHKDYLQJSDWKLVWUDFHGRXWPDOLFLRXVQRGHVLVWRLGHQWLILHGZLWKWKH
KHOSRISDWKVHDUFKLQJ WRRODQG WKHQSXW WKH,'¶VRIPDOLFLRXVQRGHV LQ WKHEODFN OLVW WR LVRODWHG LW IURPWKHURXWH
VHOHFWLRQ7KHIXWXUHZRUNRIWKLVVFKHPHLVWRFRPSDUHWKHUHVXOWDQGHIIHFWLYHQHVVRIWKHVROXWLRQZLWKWKHH[LVWLQJ
WUXVWEDVHGURXWLQJSURWRFROVVXFKDV7$2'97:2$&.DQG7'65SURWRFROV
=HQ<DQHWDO SURSRVHGD7UXVW(YROXWLRQEDVHGVHFXULW\ VROXWLRQ WRSURYLGHHIIHFWLYH VHFXULW\GHFLVLRQRQ
SURWHFWLRQRIGDWDVDIHURXWLQJDQGRWKHUQHWZRUNDFWLYLWLHV7KHDXWKRUVSURSRVHGWZRWUXVWPRGHOVEDVHGRQWKHWZR
DGKRF V\VWHPPRGHOV2QH LV WKH LQGHSHQGHQWPRGHO WKDW UHSUHVHQWV LQGHSHQGHQW DGKRFQHWZRUNV KDYHQRW DQ\
FRQQHFWLRQWRWKHSUHGHILQHGIL[HGQHWZRUNV7KHVHFRQGPRGHOLVWKHFURVVPRGHOWKDWUHSUHVHQWDGKRFQHWZRUNV
7KLVPRGHOKDVVRPHIHZFRQQHFWLRQVWRWKHIL[HGQHWZRUNV3HUVRQDO7UXVWHG%XEEOH37%UHSUHVHQWVDQDGKRF
QRGH LV WKHEDVLF XQLW LQ ERWKPRGHOV ,Q37% WKHRZQHU RI WKH DGKRFGHYLFHKDV XQUHDVRQDEOH IXOO WUXVW RQ WKH
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GHYLFH QHHG IRU WKH DGKRF FRPPXQLFDWLRQ DQG RUJDQL]DWLRQ 7UXVW UHODWLRQVKLS ORJLFDO DQG UDWLRQDO VKRXOG EH
HYDOXDWHGFRPSXWDWLRQDOO\DPRQJEXEEOHVEHWZHHQEXEEOHVDQGWKHIL[HGQHWZRUNV7KHSURSRVHGWUXVWHYDOXDWLRQ
LVFRQGXFWHGGLJLWDOO\DKHDGRIDQ\FRPPXQLFDWLRQDQGIRUWKHEHWWHUVHFXULW\GHFLVLRQWKHUHVXOWRIWKLVHYDOXDWLRQ
VKRXOGEHQRWLFHG
$WWDFNV
6HFXULW\LVWKHPDLQFRQFHUQRIDQ\0$1(7IRUVHFXUHWUDQVPLVVLRQRIDQ\GDWD'XHWRWKHGHFHQWUDOL]HGDQG
RSHQQDWXUHRIZLUHOHVVV\VWHP0$1(7LVKLJKO\SURQHWRYDULRXVDWWDFNV$WWDFNVFDQEHFDWHJRULVHGDVPassive 
attacksDQGActive attacks.Passive attacksRQO\PRQLWRUWKHGDWDWUDIILFDQGORRNVIRUFOHDUWH[WSDVVZRUGDQGRWKHU
VHQVLEOH LQIRUPDWLRQZKLFKPD\ EH XVHG LQ RWKHU DWWDFNVActive attacks WU\ WR EUHDN WKH VHFXULW\ V\VWHP$FWLYH
DWWDFNVPD\LQFOXGHLQWURGXFLQJPDOLFLRXVQRGHVWRVWHDORUPRGLI\WKHVHQVLWLYHLQIRUPDWLRQDQGEUHDNRUE\SDVV
WKHVHFXULW\PHFKDQLVPV7\SHVRIDWWDFNVDUHDVIROORZV
x Black hole Attack: ,Q WKLV W\SHRI DWWDFNPDOLFLRXVQRGHVEURDGFDVW WKHPHVVDJH WR DOO WKHQRGHV WKDW LW KDV
YDOLGVKRUWHVWDQGIUHVKURXWHWRWKHGHVWLQDWLRQ,QWKLVZD\VXFKPDOLFLRXVQRGHVGLYHUWDOOWKHWUDIILFWRZDUG
LWVHOIDQGZLWKRXWIRUZDUGLQJWKHGDWDSDFNHWVWRWKHQHLJKERXULQJQRGHVDOOWKHGDWDSDFNHWVDUHGURSSHG
x Gray hole Attack: 7KLV DWWDFN FDQ EH FRQVLGHUHG DV D IRUP RI %ODFN KROH DWWDFN ,Q WKLV W\SH RI DWWDFN WKH
PDOLFLRXVQRGHVGURSWKHGDWDSDFNHWVIRUSDUWLFXODUQRGHVIRUSDUWLFXODUSHULRGRIWLPHLQWKHQHWZRUN7KDWLV
ZK\*UD\KROHDWWDFNLVPRUHGLIILFXOWWRLGHQWLI\DVFRPSDUHWRWKH%ODFNKROHDWWDFN
x Wormhole Attack:,QWKLVW\SHRIDWWDFNWZRPDOLFLRXVQRGHVIRUPDWXQQHODQGDOOWKHGDWDSDFNHWVUHFHLYHGDW
RQHORFDWLRQRIWKHQHWZRUNDUHWXQQHOOHGDWRWKHUORFDWLRQLQWKHQHWZRUNLQVXFKZD\DOOWKHGDWDDUHUHVHQGWR
WKHQHWZRUN WKH WXQQHOEHWZHHQ WZRPDOLFLRXVQRGHV LVFDOOHGDV:RUPKROH6XFKDWWDFNVSUHYHQWDQ\ URXWH
RWKHUWKDQWKURXJKWKHZRUPKROHIURPEHLQJGLVFRYHUHG
x Byzantine Attack: 7KLVW\SHRIDWWDFNVLVFDUULHGRXWE\LQWHUPHGLDWHQRGHVRUJURXSRILQWHUPHGLDWHQRGHV6XFK
PDOLFLRXV QRGHV SURYLGH WKH IDOVH URXWLQJ LQIRUPDWLRQ DQG FUHDWH URXWLQJ ORRS DV ZHOO DV IRUZDUG WKH GDWD
SDFNHWVWRWKDWSDWKZKLFKLVQRWRSWLPDOZKLFKPD\KDUPIXOWRWKHURXWLQJV\VWHP
x Denial of Service Attack: ,WSUHYHQW WKHYLFWLP IURPEHLQJXVHGDOORUSDUWRI WKHQHWZRUNFRQQHFWLRQV'26
DWWDFNPD\KDYHQXPHURXVIRUPVDQGKDUG WRGHWHFW ,Q WKLV W\SHRIDWWDFNDWWDFNHUQRGHVVHQG WKHH[FHVVLYH
DPRXQWRIGDWDSDFNHWRUUHTXHVWWRWKHVHUYHUVRWKDWVHUYHUJHWEXV\LQWHVWLQJLOOHJDOUHTXHVWDQGZLOOQRWEH
DYDLODEOHWRWKHRWKHU7KLVDWWDFNPD\GHJUDGHWKHSHUIRUPDQFHRIWKHQHWZRUNVLQFHLWFRQVXPHWKHWKHHQHUJ\
%DWWHU\3RZHURIQRGHV
,QWKLVVFHQDULRWKHWZRDWWDFNVDUHFRQVLGHUHGVampire Attack DQG DDoS Attack. 
Vampire Attack: 7KLVLVQRWSURWRFROVSHFLILFDWWDFNDQGKDUGWRGHWHFW7KLVDWWDFNPD\H[SORLWJHQHUDOSURSHUWLHVRI
SURWRFROFODVVHVVXFKDV OLQNVWDWHGLVWDQFHYHFWRUVRXUFHURXWLQJDQGJHRJUDSKLFURXWLQJ ,WGUDLQV WKHSRZHURI
QRGHZKLFKPD\ UHVXOW LQ QHWZRUN IDLOXUH DQG GDWD ORVV 7KH DWWDFNHU SDFNHWV 9DPSLUH SDFNHWV FRQVXPHPRUH
SRZHURIDQ\QRGHWKDQWKHQRUPDOSDFNHWV
DDoS Attack: 7KLVFDQEHFDUULHGRXWIURPVHYHUDOOD\HUVLWLVDGLVWULEXWHGODUJHVFDOHDWWHPSWE\PDOLFLRXVQRGHV
WRDPDVVWKHYLFWLPQHWZRUNZLWKDQHQRUPRXVQXPEHURISDFNHWV7KLVH[KDXVWVWKHUHVRXUFHVRIYLFWLPQHWZRUN
VXFK DV EDQGZLGWK FRPSXWLQJ SRZHU HWF ,Q VXFK FDVH YLFWLP XQDEOH WR SURYLGH WKH VHUYLFHV WR LWV FOLHQWV DQG
QHWZRUNSHUIRUPDQFHPD\GHJUDGH''R6DWWDFNFDQEHFDWHJRULHVDV9ROXPHWULF$WWDFNV7&36WDWH([KDXVWLRQ
$WWDFNVDQG$SSOLFDWLRQ/D\HU$WWDFNV
3URSRVHG:RUN
,Q WKH SURSRVHG ZRUN WKH FOXVWHU EDVHG QHWZRUN LV IRUPHG 7HQ QRGHV DUH FRQVLGHUHG LQ HDFK FOXVWHU 7RWDO
QXPEHURIFOXVWHULVEDVHGRQWKHWRWDOQXPEHURIQRGHVLQWKHQHWZRUN7ZRQRGHVKDYLQJPD[LPXPHQHUJ\KDYH
EHHQVHOHFWHGLQHDFKFOXVWHU
6HOHFWLRQRI&OXVWHU
Max _Cluster = expr [ val (nn) / Max_Node_ in_ Cluster ] 
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+HUHYDOQQLVWKHWRWDOQXPEHURIQRGHVLQWKHQHWZRUNDQGPD[LPXPWHQQRGHVDUHFRQVLGHUHGLQHDFKFOXVWHU
$OVR;DQG<FRRUGLQDWHV0D[LPXPYDOXHVRI;DQG<KDYHEHHQFDOFXODWHGIRUHDFKFOXVWHU
set max_ x [expr [expr $CURRENT_CLUSTER + 1] * $val  (x) / $MAX_CLUSTERS] 
7RFDOFXODWHWKHHQHUJ\RIQRGHUDQGIXQFWLRQLVXVHG7KHWZRQRGHVZLWKKLJKHVWHQHUJLHVLQHDFKFOXVWHUKDYH
EHHQFDOFXODWHG7KHVH WZRQRGHVDUHFDOOHG&OXVWHU+HDGDQG&OXVWHU+HDG ,QEHWZHHQ&OXVWHU+HDGDQG
&OXVWHU+HDGQRGHZLWKKLJKHVWHQHUJ\LVVHOHFWHGDV&/867(5+($'LQHDFKFOXVWHU

3URSRVHG'HVLJQ
7KHEDVLF LGHD EHKLQG WKH WUXVW EDVHG DSSURDFK LV WR ILQGRXW QRGHVKDYLQJKLJKHVW HQHUJ\ ,Q HDFK FOXVWHU RI
QHWZRUNPD[LPXPWZRQRGHVDUH LGHQWLILHGKDYLQJKLJKHVWHQHUJ\FDOOHG WUXVWHGQRGHV7KHFRPPXQLFDWLRQVDUH
FDUULHG RXW WKURXJK WKHVH WUXVWHG QRGHV 7KDW LV WUXVWHG QRGH LQ HDFK FOXVWHU VHQG WKH UHFHLYHG SDFNHWV WR WKH
GHVWLQDWLRQRUQH[WWUXVWHGQRGHLQDQRWKHUFOXVWHUDQGVRRQ7RILQGRXWWKHPDOLFLRXVQRGHVLQWKHQHWZRUNVHQG
DQG UHFHLYHG SDFNHWV DV ZHOO DV URXWH UHVSRQVH LV FDOFXODWHG 7KHQ WKH QXPEHU RI SDFNHWV VHQG	 UHFHLYHG LV
FRPSDUHG WR WKH WKUHVKROG YDOXH LI LW LV OHVV WKDQ WKH WKUHVKROG YDOXH WKHQ SDUWLFXODU QRGH LV FRQVLGHUHG DV D
PDOLFLRXVQRGH
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)LJXUH:RUN)ORZ
&OXVWHU%DVHG1HWZRUN)RUPDWLRQ7KHQXPEHURIFOXVWHU LVGHSHQGVRQWKHWRWDOQXPEHUQRGHVLQ WKH
QHWZRUN+HUHPD[LPXPQXPEHURIQRGHV LQ WKHFOXVWHU LVFRQVLGHUHGDV7RSODFH WKHQRGH LQ WKHFOXVWHU WKH
YDOXH RI [ DQG \ FRRUGLQDWHV RI HDFK FOXVWHU DUH GHWHUPLQHG WRPDNH VXUH WKDW HDFK [ DQG \ FRRUGLQDWHV RI HDFK
FOXVWHUZLWKLQWKHVSHFLILHGUDQJH)RUH[DPSOHIRUDQHWZRUNRIP[PLIWKHQXPEHUVRIFOXVWHUVDUHWKHQ
HDFKQRGHZLOOEHSODFHGLQP[PDUHD
 6HOHFWLRQ RI 7UXVWHG 1RGHV$IWHU IRUPDWLRQ RI WKH QHWZRUN WKH WUXVWHG QRGHV DUH GHWHUPLQHG 1RGHV
KDYLQJKLJKHVWHQHUJ\7RFKRRVHWKHUDQGRPHQHUJ\RIHDFKQRGHUDQGIXQFWLRQLVXVHG)RUH[DPSOHH[SUUDQG
:HFDQDOVRFKHFNWKHHQHUJ\RIHDFKQRGHE\XVLQJVHWH>QRGHHQHUJ\@ WKHQSULQW WKHYDOXHRIH
$IWHUFDOFXODWLQJWKHLQLWLDOHQHUJ\RIHDFKQRGHLQHDFKFOXVWHUQRGHVZLWKKLJKHVWDQGVHFRQGKLJKHVWHQHUJ\KDYH
EHHQFKRVHQ7KHVH WZRDUHFDOOHGDV WUXVWHGQRGHV LQHDFKFOXVWHU7KHVHQRGHVZLWKKLJKHVW DQG VHFRQGKLJKHVW
HQHUJ\DUHUHIHUUHGDVFOXVWHUKHDGRQHDQGFOXVWHUKHDGWZRUHVSHFWLYHO\$OOWKHFRPPXQLFDWLRQVZLOOEHFDUULHGRXW
XVLQJWKHVHFOXVWHUKHDGV
&RXQWLQJRI3DFNHWV6HQG	5HFHLYHG$ORQJZLWK5RXWH5HVSRQVHV7KHVHQGDQGUHFHLYHGSDFNHWVDUH
FDOFXODWHGIRUHDFKQRGHDOVRURXWHUHVSRQVHRIHDFKQRGHLVGHWHUPLQHG7KLVLQIRUPDWLRQLVKHOSIXOWRGHWHUPLQH
WKH PDOLFLRXV QRGH LQ WKH QHWZRUN 1RGH KDYLQJ OHVV URXWH UHVSRQVH DQG VHQG SDFNHWV PD\ EH FRQVLGHUHG DV D
PDOLFLRXVQRGH
&OXVWHU%DVHG1HWZRUN)RUPDWLRQ
6HOHFWLRQRI7ZR1RGHVKDYLQJ
+LJKHVW(QHUJ\ 7UXVWHG1RGHV
&RXQWLQJ3DFNHWV6HQG	
5HFHLYHGDQG5RXWH5HVSRQVHV
'LVFRYHU0DOLFLRXV1RGHV
5RXWLQJ7DEOH8SGDWH
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&RPSDULVRQRI3DFNHWVZLWK7KUHVKROGWRJHW0DOLFLRXV1RGH7RJHWWKHPDOLFLRXVQRGHWKHQXPEHURI
SDFNHWV VHQG	 UHFHLYHG LV FRPSDUHGZLWK WKH WKUHVKROG YDOXH WR GHWHUPLQH WKHPDOLFLRXV QDWXUH RI DQ\ QRGH
:KLOHFDOFXODWLQJWKHURXWHUHVSRQVHLVDOVRWDNLQJLQWRFRQVLGHUDWLRQ7KH7KUHVKROGYDOXHLVVHWDV+HUHZH
WDNH LQWR DFFRXQW WKH''R6 DWWDFN 7KLV FRPSDULVRQ LV SOD\LQJ D YLWDO UROH WR GHWHUPLQH WKH''R6 DWWDFNV 7KH
ILJXUHVKRZVWKHGHWHFWLRQRIPDOLFLRXVQRGHV
 5RXWLQJ 7DEOH 8SGDWH $IWHU GHWHUPLQLQJ WKH WUXVWHG QRGHV DQG PDOLFLRXV QRGHV LQ WKH QHWZRUN WKH
LQIRUPDWLRQ LV XSGDWHG LQ WKH URXWLQJ WDEOH $FFRUGLQJ WR WKH URXWLQJ WDEOH PRVW WUXVWHG SDWK LV VHOHFWHG IRU
FRPPXQLFDWLRQZKLFKKHOSVWRLPSURYHWKHQHWZRUNOLIHDVZHOODVQHWZRUNSHUIRUPDQFH
5HVXOW$QDO\VLV
)RUWKHVLPXODWLRQSXUSRVH1HWZRUN6LPXODWRU16KDVEHHQXVHG6LPXODWLRQSDUDPHWHUVDUHDVIROORZV
7KHVLPXODWLRQDUHDLVPE\P$2'9SURWRFROKDVEHHQXVHGVLQFH$2'9SURWRFROLVORRSIUHHDYRLG
FRXQWLQJ WR LQILQLW\SUREOHPDQGGRHVQRWQHHG DQ\ FHQWUDO DGPLQLVWUDWLRQ V\VWHP WRKDQGOH URXWLQJSURFHVV7KH
8'3LVXVHGDVDSSOLFDWLRQ WUDIILF8'3KDV WZRDGYDQWDJHVRYHU7&3)LUVW WKHVRXUFHQRGHFRQWLQXRXVO\VHQGV
8'3SDFNHWVHYHQ LIPDOLFLRXVQRGHVGURSWKHPZKLOHQRGHILQLVKHV WKHFRQQHFWLRQ LI LWXVHG7&36HFRQG LW LV
DEOHWRFRXQWVHQWDQGUHFHLYHGSDFNHWVVHSDUDWHO\HYHQLI8'3FRQQHFWLRQLVORVWGXULQJVLPXODWLRQEXWLQFDVHRI
7&3 QRGH ILQLVKHV WKH 7&3 FRQQHFWLRQ DIWHU D ZKLOH LI LW KDV QRW UHFHLYHG WKH 7&3 DFNQRZOHGJPHQW SDFNHW
)ROORZLQJDUHVLPXODWLRQSDUDPHWHUV
3DUDPHWHUV 9DOXH
6LPXODWLRQ$UHD 
1XPEHURI1RGHV 
5RXWLQJ3URWRFRO $2'9
$SSOLFDWLRQ7UDIILF &%5
3DFNHW6L]H E\WH
6LPXODWLRQ7LPH 7RWDO1RRI1RGHV6HF
3DFNHW,QWHUYDO 6HF
4XHXH 
     7DEOH6LPXODWLRQ3DUDPHWHUV
)LJXUH  VKRZV FUHDWLRQ RI QRUPDO VFHQDULRV+HUHZH FDQ VHH WKH FRPPXQLFDWLRQV DUH FDUU\LQJ RXW EHWZHHQ
1RGH	1RGHDQG1RGH	1RGH
 
)LJXUH1RUPDO6FHQDULR&UHDWLRQ   )LJXUH6FHQDULRZLWK''R6$WWDFN
)LJXUHDQG)LJXUHVKRZWKHVFHQDULRVZLWK''R6DQG9DPSLUHDWWDFNVUHVSHFWLYHO\,WVKRZVWKHSDFNHWVJHW
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GURSSHG''R6DWWDFNEHWZHHQ1RGH	1RGHDQG1RGH	1RGHDQG1RGHLVDIIHFWHGE\9DPSLUH
DWWDFN


)LJXUH6FHQDULRZLWK9DPSLUH	''R6$WWDFNV
)ROORZLQJ)LJXUH)LJXUH)LJXUH)LJXUH)LJXUH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